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What is an AREDN Network?

uTt be for a video infroduction
//% outu.be/fkiISNbnz24Y




Purpose

. _The AREDN™ Project’s focus is Emergency:
‘ nlco’nons (EmComm). It seeks
le hams a means to implement
in practical ways to
nd regional emergency
s needs.




off-the-shelf network
hardware Supports

Outdoor familiar apps
rated ‘~




External Domain

How Standard WiFi Works

Internet to Home network through a router/firewall
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How AREDN Works

A WIiFi network ‘“on steroids”
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AREDN Offers 2 Non-Shared Channels on 2.4 GHz
T Channel -2 -1 0* 1 2 3 4 5

Status Ham Band Shared Ham and ISM/WiFi Band
Freg| 2.397 | 2.402 | 2.407 | 2.412 | 2.417 | 2.422 | 2.427 | 2.432 | 2.437

Not available for use

6

2.4 GH

24 Non-Shared Channels on 3.4 GHz

T Channel 76 77 78 79 80 81 82 83 84 85 86 87
2 Status Ham Band
% ™ Freg| 3.380 3.385 3.390 3.395 3.400 3.405 3.410 3.415 | 3.420 | 3.425 | 3.430 | 3.435 l
A
88 89 90 91 92 93 94 95 96 97 98 93
| 3.440 | 3.445 | 3.450 | 3.455 | 3.460 | 3.465 | 3.470 | 3.475 | 3.480 I 3.485 | 3.490 | 3.495

Refer to your local band plan for coordination

Channels on 2.4 and 3.4 GHZ

2 Non-Shared channels on 2.4 GHz
24 Non-Shared channels on 3.4 GHz
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52 Channels, 7 Non-Shared, on 5.8 GHz

2 |Channel 133 134 135 136 137 138 139 140 141 142 143 144 145
o | Status Shared Ham and ISM/WiFi Band
A Freg| 5.665 | 5.670 | 5.675 | 5.680 | 5.685 | 5.690 | 5.695 | 5.700 | 5.705 | 5.720 | 5.715 [ 5.720 [ 5.725 |

164 165 166 167 168 169
Shared Ham and ISM/WiFi Band
5.820 5.825 5.830

5.835

5.815

5.810

5.805

5.800

Refer to vour local band plan for coordination

Channels on 5.8 GHz

7 Non-Shared channels on 5.8 GHz
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Current Version 3.16.1.0

z
AMATEUR RADIO EMERGENCY DATA NETWORK
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— Supports 4 bands: 2.4, 3.4 and 5.8 GHz and 9

7

.+ Enables operation in Part 97 only bands

/. 1n and MIMO

rate from 54 to 130 Mbps
tunneling
ide capability




Where To Get the AREDN
Software?
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AMATEUR RADIO EMERGENCY DATA NETWORK

SOFTWARE DOCS FORUM MAP ABOUTUS

| | Search I

FOR DEVELOPERS

SHOP

24 Non-Shared Channels on 3.4 GHz

£ [Channel 76 77 78 79 80 81 82 83 84 85 36 87
S Status| Ham Band
il Freg g 8 i 3.39 3.405 A1

88 39 90 91 92 93 94 95 96 97 98 99

Refer to your local band plan for coordination
Navigation
Alerts =
Home

Please see the SOFTWARE page for detailed instructions on installing AREDN on Ubiquiti

What Is AREDN?
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Amateur Radio Emergency Data Network

| | Search |

SOFTWARE Y ABOUTUS FOR DEVELOPERS
SUPPORTED

PLATFORM

wmATRIX

DOWNLOAD

INSTALLATION

NETGEAR
SWITCHES

uBIQUITI
SWITCHES

Navigation

Alerts

Home
Please see the SOFTWARE page for detailed instructions on installing AREDN on Ubiquiti
o P What Is AREDN?



Latest Stable version is: 3.16.1.0
devsi::;’n:;::;(fjrzz:j:his STEP 2: Choose either the FACTORY or SYSUPGRADE file
coluni from these columns
Loading from AirOS or TFTP R [ SRERRS
BBHN
AREDN™ Firmware for Ubiquiti
Bullet M2
Bullet M5
Bullet M2 Titanium
Bullet M5‘T|tan|um P siEiiGEradE
NanoStation Loco M2 File: AREDN-3.16.1.0-ubnt-bullet-m- || File: AREDN-3.16.1.0-ubnt-bullet-m-
NanoStation Loco M5 (XM) squashfs-factory.bin squashfs-sysupgrade.bin
NanoStation Loco M9 md5Ssum: md5sum:
NanoBridge M2 ceff5a353c800ec7469341a14c8f6¢30 7d4be805104cc04fe7dal3f22bd35f9b
NanoBridge M5
NanoBridge M9 Size: 4.7M Size: 4.7M
AirGrid M2
,,,,, AirGrid M5
PicoStation M2
factory sysupgrade
NanoStation M2 File: AREDN-3.16.1.0-ubnt-nano-m- File: AREDN-3.16.1.0-ubnt-nano-m-
NanoStation M3 squashfs-factory.bin squashfs-sysupgrade.bin
. md5sum: md5Ssum:
manOEtéjionMM35 (XM) e32e1b1527a51e1a9d19de2ed0def35e || 1d3b8dffd5363747eb0dbfc0009c061d
anoBridge
Size: 4.7M Size: 4.7M
factory sysupgrade
Rocket M2 File: AREDN-3.16.1.0-ubnt-rocket-m- File: AREDN-3.16.1.0-ubnt-rocket-m-
squashfs-factory.bin squashfs-sysupgrade.bin
Rocket M3 md5Ssum: md5sum:
Rocket M5 77ed732796p7656404442h203667971c |l fAa26fadohNeeSedc721aeR6666adR3A

Software Download List
hitp://www.aredn.org/content/software ARE \ N
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How To Install AREDN
Firmware

4 Uit AIrMAX Produecis

Link CPE2107/5110
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 Warning AirOS 5.6 and newer

Do not flash a Ubi lsJiﬁ deyicg t6hqt ﬁ rtﬂnnin . o‘a I?I?D
yeen running, airOS version 5.6 or higher wi \
mware. We have become aware of a change that

oy .

2 incompatible with current firmware images. W

| INfo the concerns raised and will post more:

Sy are determined.

pported device? Just because the
e by Ubiquiti doesn't mean it will be
d o use AREDN! See the Supported

/ e continuing.
;// XW and XM hardware

s
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Check the airOS Version

™
AMATEUR RADIO EMERGENCY DATA NETWORK

- Before flashing a Ubiquiti device that is running or
been running AirOS version 5.6, please run the ARED

B ool Test pg:gacgm below before attempting a firmwa

,,,,/ eloped the following utility to help you
your device is compatible, as well as being
ACKUP of your node’s critical

/é

i

i the AREDN U- Boot Test Setup
st | esults in a "GOOD/GOOD" result,
d fo load the

ware onto it.

9///



Initial installation of AREDN firmware onto a hew node running Ubiquity airOS

The Easiest way to get convert an existing airOS Ubiquiti device to AREDN is to flash the device from its Web Interface.

If you have not made any changes to the device than it will be located at 192.168.1.20. and DHCP will not be enabled. If you have made changes please use
your configuration for the steps below.

Download the "Factory" image for your firmware from the downloads page. Remember where you saved this file for later on
Plug your computer directly into the Ubiquiti Power Injector LAN port and the Ubiquiti device into the Power port.

[EE
Go to the Network Connections, select the wired LAN connection you have connected to the power injector using with a
Right Click and select Properties. Then select the Internet Protocol (TCP/IP) and click the Properties button. Another
dialog box opens. Configure your computer to use an IP address of 192.168.1.22 with a subnet mask of 255.255.255.0

This is the initial airOS screen. Login to the airGrid M2 for the first time at http:/192.168.1.20 per standard Ubiquiti
instructions. (default username: ubnt password: ubnt)

Atfter logging in the next airOS screen is the Wireless tab. Ignore the message at the lower right in the orange box about
changing the Administrator password.

The Main tab paae is selected and displaved. Note that the node’s date and time are not set correctlv vet. Nothina to do

Step-by step Instructions
http://www.aredn.org/content/uploading-firmware-ubiquiti ARE l] i y
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How To Setup Your AREDN
Node
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AMATELR NADID EVEHBERGY SATA NETWOAA

NOCALL-118-209-231

Help |Refresh Setup Selectatheme v

This node is not yet configured.
Go to the setup page and set your node name and password.
Click Save Changes, even if you didn't make any changes, then the node will reboot.

This device can be configured to either permit or prohibit known
encrypted traffic on its RF link. It is up to the user to decide
which is appropriate based on how it will be used and the license
under which it will be operated. These rules vary by country,
frequency, and intended use. You are encouraged to read and
understand these rules before going further.

This device is pre-configured with no restrictions as to the type
of data being passed.

Follow these steps if you wish to prohibit known encrypted traffic
on the RF link. These instructions will disappear, so copy them for
your reference:

1. Setup your node name and password as instructed at the
top of this page
2. After you Save Changes allow your node to reboot

_Dotiien Fo Flaa Mada CEatiie mana and nainafa #4 Cakim ~

Ready to Setup AREDN

Complete the inifial setup with our call sign and password AR E \ N

AMATEUR RADIO EMERGENCY DATA NETWORK
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Auleucduun neyuieu

http://localnode:8080 requires a username and password.

Your connection to this site is not private.

o
AMATELR NADID EVEHBERGY SATA NETWOAA

User Name: root

wree

Password:

Log In Cancel

Go to the setup page and set your node name and password.
Click Save Changes, even if you didn't make any changes, then the node will reboot.

This device can be configured to either permit or prohibit known
encrypted traffic on its RF link. It is up to the user to decide
which is appropriate based on how it will be used and the license
under which it will be operated. These rules vary by country,
frequency, and intended use. You are encouraged to read and
understand these rules before going further.

This device is pre-configured with no restrictions as to the type
of data being passed.

Follow these steps if you wish to prohibit known encrypted traffic
on the RF link. These instructions will disappear, so copy them for
your reference:

1. Setup your node name and password as instructed at the
top of this page
2. After you Save Changes allow your node to reboot

2 Deatian o bha Mada CHatiie nana and nauinafa Fa Cakim ~

Avuthentication for Setup

Enter User Name =root Password = hsmm AR E [I L
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AATELR RADIO EVERGERCY GATA AZIWOHN

Tunnel

Client Administration

Node Status Port Forwarding,
HOdE = EHCP cnd Se £

Help Save Changes | | Reset Values | | Default Values | | Reboot.

Node Name [NOCALL-118-209-231 Password
Node Type | Mesh Node v | Verify Password
LAN WAN
Protocol C_v LAN Mode 5 host Direct v Protocol DHCP v
1P Address 10.118.209.231 IP Address 10.182.143.57 DNS 1 8.8.8.38
Netmask 255.0.0.0 Netmask 255.255.255.248 DNS 2 2844
AREDN DHCP Server G4 —
SSID 20.93 DHCP Start 58
e £V . DHCP End 62 Advanced
ode G C Mesh Gateway
Channel 1(2412) ~
2 ’ Advanced

Fhannel Width |20 MHz » Disable

Default Route
Active Settings

Antenna selection is now automatic

Tx Power 28dBm v | @

0.00 miles
Distance to 0 kilometers
FARTHEST 5
Neighbor 0 TS

Basic Setup Page

Initial display — MUST enter certain information AR E \0 N
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AMATELR NADID EVERGERCY OATA NETWORN

Basic Setup

Node Status

Help

Node Name WU2S-B2-118-209-231

DHCP, and Service

Port Forwarding,

Password

Tunnel
Client

Reboot

Administration

ode Type | Mesh Node v | Verify Password
LAN WAN
Protocol c v LAN Mode 5 hostDirect v Protocol DHCP v
IP Address 10.118.209.231 IP Address 10.182.143.57 DNS 1 8.8.88
Netmask 255.0.0.0 Netmask 255.255.255.248 DNS 2 2844
DHCP Server 4 .
AREDN
SSID R DHCP Start 58
o P Rir - DHCP End 62 Advanced
;’ e : '24'& Mesh Gateway
Channel 1(2412)
2 - Advanced
Channel Width |20 MHz Disable

Active Settings

Antenna selection is now automatic

Tx Power 28dBm v | @

0.00 miles
Distance to 0 kilometers
FARTHEST 5
Neighbor 0 LSS

| Apply

Default Route

Basic Setup Page

MUST enter callsign and password

RIS

-

S

AREDN

AMATEUR RADIO EMERGENCY DATA NETWORK
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Node Name WU2S-B2-118-209-231 Password
Node Type | Mesh Node v | Verify Password |ssesessssese

WiFi LAN WAN
Protocol Static_~ LAN Mode 5 host Direct » Protocol DHCP v
IP Address 10.118.209.231 IP Address 10.182.143.57 DNS 1 8.8.88
Netmask 255.0.0.0 Netmask 255.255.255.248 DNS 2 3844

DHCP Server L4

/AREDN
SSID 203 DHCP Start 58
Vs - DHCP End 62 Advanced

ode Al C : Mesh Gateway

Channel 1(2412) ~ Advanced
Channel Width |20 MHz » Disable

) Default Route

Active Settings

Antenna selection is now automatic
Tx Power 28 dBm v | @

0.00 miles
Distance to 0 kilometers
FARTHEST =
Neighbor P.‘ Mcters

Apply |
Optional Settings
- Find Me! || Apply Location Settings |
Latitude ——
Upload data to AR

Longitude Grid Square
Timezone |UTC v | NTP Server us.pool.ntp.org

Basic Setup Page

MUST enter distance parameter - Distance to fa
expected node

hest

AREDN

AMATEUR RADIO EMERGENCY DATA NETWORK
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AMATELR NADIG EVERGERGY GALA NETWORA

Node Status Port Forwarding Tunnel Tunnel 7 PR
Node Status - DHED) ard Sarvices Cerver Client Administration
Help Save Changes | | Reset Values | | Default Values | | Reboot
Node Name WU2S-B2-118-209-231 Password [sesssssssss
Node Type | Mesh Node v Verify Password |sesssesseess
LAN WAN
Protocol v LAN Mode 5 host Direct v Protocol DHCP v
IP Address 10.118.209.231 IP Address 10.182.143.57 DNS 1 8888
Netmask 255.0.0.0 Netmask 255.255.255.248 DNS 2 2844
AREDN DHCP Server s :
SSID DHCP Start 58
203 DHCP End 62 Gianced
Mode Ad-Hoc v
Mesh Gateway
Channel 1(2412)
. - Advanced
Channel Width |20 MHz v Disable

Default Route

Active Settings

Antenna selection is now automatic

Tx Power zﬁ qﬁm v 2
0.62 miles

Distance to 1 kilometers
FARTHEST P
Neighbor ‘900 meters
Apply |
L

Optional Settings

Basic Setup Page

Distance parameter is set

TS

S

AREDN

AMATEUR RADIO EMERGENCY DATA NETWORK
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AVATELR RADID EVERGERCY DALA AETWGAA

Node Status Basic Setup Tunngl Tunnel Administration
Server Client
Help Save Changes | | Reset Values | | Default Values | | Reboot |
Node Name \WU2S-B2-118-209-231 Password [sssssssseses
Node Type | Mesh Node v | Verify Password |sssssesesese
LAN WAN
Protocol c_ v LAN Mode 5 host Direct v Protocol DHCP v
IP Address 10.118.209.231 1P Address 10.182.143.57 DNS 1 8888
Netmask 255.0.0.0 Netmask 255.255.255.248 DNS 2 8844
DHCP Server <
AREDN
SSID X DHCP Start 58
HCP End 62 Attvanced

Channel
Channel Width

Active Settings

Antenna selection is now automatic

5MHz v

Tx Power 13dBm v | @
0.62 miles
O — i
FARTHEST 1 -
Neighbor xQOO meters
Apply |

Disable
Default Route

Mesh Gateway

Optional Settings

Basic Setup Page

Channel and Tx Power changed

AREDN

AMATEUR RADIO EMERGENCY DATA NETWORK
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WU2S-B2-118-209-231 is rebooting

The LAN subnet has changed. You will need to acquire a new DHCP lease
and reset any name service caches you may be using.

Wait for the Status 4 LED to start blinking, then stop blinking.
When the Status 4 LED remains solid on you can get your new DHCP lease and reconnect with
http://localnode.local.mesh:8080
or
http:/ /WU2S-B2-118-209-231.local.mesh:8080/

Save and Reboot

As soon as you click Save, the Reboot starts automatically

JIN
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WU2S-B2-118-209-231

Mesh Status OLSR Status WiFi Scan

Help | Refresh

WiFi address
LAN address
WAN address

default gateway

10.118.209.231 /8
fe80::26a4: 3cff:fe76:d1e7 Link

10.182.143.57 / 29
feB0::26a4: 3cff:fe77:d1e7 Link

none
feB0::26a4: 3cff:fe77:d1e7 Link

10.22.247.228
WU2S-NSM2-33

Part of the AREDN™ Project, For more details please =

Signal/Noise/Ratio

firmware version
configuration

system time

uptime
load average

free space

Setup Select a theme

-55 / -95 / 40 dB | Charts

3.16.1.0
mesh

Sat Apr 30 2016
17:01:52 UTC

0 min
0.98, 0.28, 0.09
flash = 2512 KB

/tmp = 14328 KB
memory = 4536 KB

v

Setup Completed

Node is fully operational

TS

S

AREDN

AMATEUR RADIO EMERGENCY DATA NETWORK

B




What Equipment to Buy?




Supported Platform Matrix

The supported platform matrix identifies the make and models of hardware which may be used with AREDN firmware in the various frequency bands. The
equipment marked with a green background is fully supported and tested. Models with a red background are NOT supported nor are they compatible with
AREDN firmware. The orange background indicates equipment that is likely to work well, but has not yet been thoroughly tested. Equipment with a yellow
background is in the research stage and may or may not achieve fully-supported status depending on test results.

Current As of AREDN™ 3.16.1.0 (updated on 09/27/2016)
Band
Manufacturer/Model 900Mhz 2.4Ghz 3Ghz 5.8Ghz
Ubiquiti Networks (www.ubnt.com)
AirGrid (XM revision/old)
AirGrid (XW)
AirRouter
AirRouter HP
Bullet

AG-HP-5Gxx

Supported Plaiform Matrix

AREDN

AMATEUR RADIO EMERGENCY DATA NETWORK
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Current As of AREDN™ 3.16.1.0 (updated on 09/27/2016)

Manufacturer/Model

Ubiquiti Networks (www_ubnt.com)

AirGrid (XM revision/old)
AirGrid (XW)

AirRouter

AirRouter HP

Bullet

Bullet Titanium
NanoBeam (XW)
NanoBridge

| NanoStation Loco (XM)
NanoStation Loco (XW)
NanoStation (XM)
NanoStation (XW)
PicoStation

PowerBeam (seenote 3)
PowerBeam

Supported Plaiform Matrix

Band
900Mhz 2.4Ghz 3Ghz

AG-HP-5Gxx

NBE-M5-16/19

PBE-M2-400 PBE-M5-300/400

JIN
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PowerBeam (see note 3) PBE-M2-400
PowerBeam

Rocket (00 S — S —— —

Rocket (XW)

Rocket Titanium (XW)
TP-Link

AREDN Supported
No Compatibility or Support

PBE-M5-300/400

ORANGE="CAUTION" High Confidence of compatibility. Included in current release, but not rigorously tested
YELLOW="RESEARCHING" Under research for future support consideration

GREY="N/A" No such device

s In beta

Supported Plaiform Matrix

JIN
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Hams Are Frugal

™
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- Nanostation Loco
7777 | M5=0.18 kg e oL
?=0.9 kg




Nanostation M

™
AMATEUR RADIO EMERGENCY DATA NETWORK

Weight: M2/M5 = 0.40 kg
3 =0.50kg nee FEE

( E ‘n; B




Rocket M

JIN
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Weight: M2/M3/M5/M9 =
0.50 kg
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AirGrid - 2 Antenna Sizes
7 = 1.65 kg
2.75 kg

dBi

_

M, ;;_2_3,”;/5,% - M2/M5
'( ‘ ‘/1

Ik = I




Bullet - Single Polarity

™
AMATEUR RADIO EMERGENCY DATA NETWORK

Bullet - Single Polarity

///;/// t: M2/M5 = 0.18 kg




AirRouter - Indoor Use EDN

AMATEUR RADIO EMERGENCY DATA NETWORK

Two Models — AR and AR-HP

szR/HP = .22/.32 kg

% 4?@324{/'}

TR TR T
IIIII
“



TP-Link CPE210/510

JIN
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RF Path Planning
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http://www.heywhatsthat.com/

i : ; "] . : : | q ; = 1 ‘ L | 0 4° Cucamonga Peak 29 miles 8842 ft

§dEhiang Satelite ‘;Fs;ga.‘\ K 20° Cajon Mountain 35miles 53021t
i 5‘-‘.’""-.‘%{‘\ 37° Strawberry Peak 37 miles 61551t
| H— » (‘ 5 1) /2 Rec  43° South Peak White Mountain 51 miles 7730 ft
| . 50° Keller Peak 43 miles 7844 ft
55° Snow Summit 51miles 81731t

61° San Bernadino Peak 46 miles 10577 ft

63° Charlton Peak 49 miles 10797 ft

65° Jepson Peak 49 miles 11207 ft

65° San Gorgonio Mountain 50 miles 11490 ft
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Project Object

» Stand up nodes with

_ inimal expertise and

N

AMATEUR RADIO EMERGENCY DATA NETWORK

AE6XE and KESBXT Pleasants Peak nodes

Delivering quadlity, high-speed, data
communications for Emcomm via

Amateur Radio

AREDN

AMATEUR RADIO EMERGENCY DATA NETWORK

Project Objectives

The AREDN™ Project’sfocusisEmergency
Communications (EmComm). It seeks
to provide hams a means to implement
this technology in practical ways to
support local and regional emergency
communications needs. To that end,
the project’s objectives are to enable
hams to:

* Stand up a working mesh node
with minimal expertise .and effort

* Configure the mesh network
automatically so that advanced
network knowledge is not needed

¢ Use low-cost, reliable
commercial equipment

+ Define standards for inter:
network integration

* Support those in the process
of designing and implementing
EmComm networks

+ Refine the software fo make
implementation easier, mgre
reliable, and more manageable

[ g
K6AH mobile nodes with dish and sector antennas

’//



Features & Benefits
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Exclusive Part 97 Channels

Over-the-Air firmware
_ pgrades

Ximum data rate of 130
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Randy Smith, WU2S
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